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WH®OPMALIMOHHAS TIAMATKA
JUISI OBYYATIOIIMXCS 1J151 PASMEIIEHUS
HA OPUINAAJIBLHBIX UHTEPHET-PECYPCAX

C KaXabIM TOJOM MOJIOJIEKU B UMHTEPHETE CTAHOBUTHCS OOJIBIIIE, A IIKOJIb-
HUKH OJIHU U3 CaMbIX aKTUBHBIX IIOJIb30BaTesed PyHnera. Mexnay TeM, IOMHUMO OT-
POMHOTO KOJIMYECTBA BO3MOXKHOCTEM, HHTEPHET HECET U MpoOIeMbl. JTa MaMsATKa
JOJKHA TIOMOYb TeOe 0€30MMacHO HaXOJUThCS B CETH.

KomnerotepHsie BUPYChI

KoMmmnbroTepHslii BUPYC - 3TO Pa3HOBHJIHOCTh KOMIBIOTEPHBIX MPOrPAMM,
OTJIMYUTENBHOU 0COOEHHOCTBhIO KOTOPO SIBISIETCS CIIOCOOHOCTh K Pa3MHOKEHHIO.
B nonosiHeHue K 3TOMY, BUPYChl MOTYT MOBPEIUTh WM MOJHOCTbIO YHHUUTOXHTh
BCe (pailsibl M JaHHBIE, TOJKOHTPOJBHBIE TIOJL30BATEIN0, OT UMEHH KOTOPOTo Oblia
3alylieHa 3apaK€HHas Iporpamma, a TaKXKe MOBPEIUTh WM JaXe YHUUYTOKUTH
OTIEpaIlMOHHYIO CUCTEMY CO BceMH (paiiiamu B 1eoM. B OOJIbIIMHCTBE Cilydaes
pacupoCTPaHsIOTCS BUPYChl UEPE3 NHTEPHET.

MeToabl 3aIUThl OT BPEAOHOCHBIX TPOrPAMM:

1. WMcnonp3yli COBpEMEHHBIE OINEPALMOHHBIE CUCTEMBI, UMEIOIIUE CEPhE3-
HBI YPOBEHB 3aLIUTHI OT BPEJOHOCHBIX IPOIPAMM;

2. IloctosiHHO ycTaHaBnuBail mauTu (UM(POBBIE 3aIUIaTKH, KOTOPbIE aBTO-
MaTUYECKUA YCTAaHABIMBAIOTCS C LEJIbI0 JOPAOOTKU MPOrpaMMbl) U JIpyrue oOHOB-
JIeHUs CBOEH ornepanuoHHONW cucTteMbl. CkauuBail UX TOJBKO C O(UIHUATBLHOTO
caiita pazpadorunka OC. Ecnu cyniecTByeT peKMM aBTOMAaTHYECKOro OOHOBIIE-
HUS1, BKJIIOYH €T0;

3. Pabotaii Ha cCBOEM KOMITbIOTEpE MO MpaBaMu MOJIb30BATEIs, a HE aJIMH-
HUCTpaTOpa. DTO HE MO3BOJUT OOJBUIMHCTBY BPEIOHOCHBIX MPOTPaMM MHCTAJIIH-
pPOBATHCS HA TBOEM MEPCOHATBHOM KOMIIBIOTEPE;

4. Vcnionb3yil aHTUBHUPYCHBIE MPOrPAMMHBIE MPOAYKThI U3BECTHBIX ITPOU3-
BOJUTEIEH, C aBTOMAaTUUECKUM OOHOBIIEHHEM 0a3;

5. Orpanunub GU3NUECKU JOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHMX JIULL;

6. Mcnonp3yit BHEITHHE HOCUTENU MH(OpMalMU, Takue Kak (hielika, TUCK
win (paiia U3 UHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;



7. He oTKphIBail KOMITbIOTEpHBIE (haliibl, MOTYyYCHHBIE U3 HEHAIEKHBIX HC-
TOYHUKOB. [laxke Te ¢aiiibl, KOTOphIE MpUCIIall TBOK 3HAKOMBIN. Jlydie yTouHu y
HEro, OTMPABIISI JIK OH TeOe UX.

Cetu WI-FI

Wi-Fi - 310 He Buj nepenavn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpPEHI,
mapka. Eme B 1991 rony HumepiaHiackas KOMMAaHHS 3aperucTpupoBasia OpeHq
"WECA", uto o603Hauano cnoBocoyetanue "WirelessFidelity", koTopsiii nepeBo-
JTUTCA Kak "0ecrnpoBOgHAsS TOYHOCTB".

Jlo Hamero BpeMeHu Joliuia apyras ab0peBuaTypa, KoTopas siBJIsS€TCS] TaKOU
e TexHoJoruei. Ito abopeBuatypa "Wi-Fi". Takoe Ha3BaHue OBLIO TaHO C Ha-
MEKOM Ha CTaHAapT BhICIIEH 3ByKOBoW TexHuku Hi-Fi, uTo B mepeBonie o3HavaeT
"BBICOKAsi TOYHOCTH".

Ja, OecrnaTHBIM UHTEPHET-AOCTYN B Kade, OTeNsIX U aspoIopTax sBIAETCA
OTJINYHOM BO3MOKHOCTBIO BBIXOJAa B MHTEpPHET. HO MHOTHE 3KCIEpPThl CUHUTAIOT,
gyT0 obmeaoctynabsie Wi-Fi ceTu He sBisitoTcs 6€30macHbIMU.

CoBeTblI 10 0€30MaCHOCTH PA0OTHI B O0IIEIOCTYMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBOIO JIMUHYIO HHPOPMAIIHIO Yepe3 obrieaoctynHbie Wi-Fi
cetu. PaboTas B HUX, JKeJaTeIbHO HE BBOJUTH MAPOJIU JIOCTYIIA, JIOTHHBI U KaKue-
TO HOMEPA;

2. Ucnionb3yit 1 OOHOBIISIE aHTUBUPYCHBIE MPOTPaMMBI U Opanamayep. Tem
CaMbIM ThI 00€30MacHIllb ce0s OT 3aKaYKK BUPYyca Ha TBOE YCTPONCTRO;

3. IIpu ucnonb3oBanuu Wi-Fi otkmoun gyskmuio "OO0mmid 1octyn K Qai-
naM u npuHtepam". JlaHHas (yHKIUS 3aKpbITa MO YMOJIYAHUIO, OJTHAKO HEKOTO-
pbI€ MOJB30BaTEIN AKTUBUPYIOT €€ il yA00CTBa UCMOJb30BaHUSI B paboTe WU
yue0e;

4. He ucnonw3yt nyonuunsiidi WI-FI s mepegaum JTMYHBIX JaHHBIX, Ha-
pUMep UIsl BBIXO/1a B COLUAIIBHBIE CETH WX B 3JIEKTPOHHYIO TIOUTY;

5. Ucnonb3y#t ToJIbKO 3amuineHHoe coequnenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B MmoOmibHOM Tenedone otkioun pynkiuio "Iloakmouenue k Wi-Fi aB-
toMaTuyecku'". He nmomyckali aBTOMaTHUYE€CKOrO MOJAKJIIOYEHUS YCTPOMCTBA K Ce-
Tsm Wi-Fi1 6e3 TBoero cormnacusi.

CounanibHbie CETH

CoumayibHbI€ CETH aKTUBHO BXOJIAT B HAIIly KW3Hb, MHOTHE JIFOAU PabOTaIOT
W JKUBYT TaM TMOCTOSIHHO, a B Facebook ye 3apeructpupoBad MuIMapa 4eoBeK,
YTO SIBJIACTCSI OJHOM CeAbMOM BCeX KUTEIEH IIaHeThl. MHOIHE I0JIh30BATECIIN HE
MOHUMAIOT, YTO WH(OpMaIMs, pa3MelleHHas UMH B COITMATBHBIX CETAX, MOMXKET
OBITH HaliZicHa ¥ MCIOJIb30BaHa K€M YTOJIHO, B TOM 4YHCJI€ HEe 00s3aTeanHO C OJa-
TUMU HAMEPCHUSIMU.

OcCHOBHBIE COBETHI IO 0€30MMACHOCTH B COITMATBHBIX CETSIX:

1. Orpannyb cnucok apyseil. Y 1e0s B Ipy3bsX HE JOJKHO OBITH CITydaii-
HBIX 1 HE3HAKOMBIX JIIOJIEH;

2. 3amuiiail cCBOIO YacTHYIO *U3Hb. He yka3biBaii mapoinu, TenedoHbl, aape-
ca, J1aTy TBOETO POXKICHUS W APYTYIO JUYHYIO WH(POpMAIHiO. 3710yMBIIIICHHUKHA
MOTYT HMCTIOJL30BaTh Jake WH()OPMAITUIO O TOM, KaK Thl U TBOM POJUTEIHU TUIAHU-



pyeTe IPOBECTU KAaHUKYJIbI;

3. 3amumiai cBOIO penmyTalMio - JEPKU €€ B UUCTOTE U 3ajaBail cebe Bo-
poc: XOTeN Obl Thl, UTOOBI IPyTUE MOJIB30BATEIN BUJIETH, YTO Thl 3arpy’Kaeuib?
[Togymaii, mpeskJie 4eM 4TO-TO ONMyOJUKOBATh, HAIIUCATh U 3arPy3UTh;

4. Ecny Thl TOBOPULIB C JIFOABMH, KOTOPBIX HE 3HAEIIb, HE UCIOJIb3YH CBOE
peajgbHOe UMS U JIPYTYI0 JTUYHYIO MH(OpMAIUU: UMs, MECTO >KUTENIbCTBA, MECTO
y4eObl U poyee;

5. U3berait pasmemenus ororpaduii B IHTEpHETE, T/I€ THI M300paXkeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OINPEAEIUTHh TBOE MECTOIIOJIOKEHHE;

6. [Ipu perucrpanuu B COlIMAIBHON CETH HEOOXOAMMO UCIOIL30BaTh CIOXK-
HBIE TIAPOJIH, COCTOSIINE U3 OYKB U (P U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7. dnst conuanbHOM CeTH, MOYTHI U IPYTUX CAaWTOB HEOOXOAMMO HMCIOJIb30-
BaTh pa3Hble napoyid. Toraa ecian Teds B3IOMAIOT, TO 3JOYMBIIUIEHHUKH MMOTYy4YaT
JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE IEHBI U

DJNEeKTPOHHBIE ACHBIU - ATO OYEHb YAOOHBIN CIIOCOO IUIaTeXel, OJHAKO CYy-
HIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTST MOJIYYUTh 3TH JCHBIH.

DJIEKTPOHHBIE IEHBI'H MOSIBUIIMCH COBCEM HEIABHO U UMEHHO HM3-3a 3TOTO BO
MHOTUX T'OCYyAapCTBax A0 CHUX IOP HE MPOIMKUCAHO MPO HUX B 3AKOHAX.

B Poccuu sxe oHU QYHKIIMOHUPYIOT U O HUX YK€ MPOIKCAHO B 3aKOHE, TJe
WX Pa3JeisioT Ha HECKOJIBKO BHUJIOB - aHOHUMHBIE U HE aHOHMMHbIE. Pa3zHuna B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpOBOAUTh onepanuu 0e3
UJEHTU(PUKAIIMY TI0JIb30BATEIISI, @ B HE aHOHUMHBIX MACHTU(DUKALIMS T0JIb30BaTe-
JIs1 IBJISIETCA 00s13aTEbHOM.

Taxke ciaeayer paznuyaTh dJIEKTPOHHBIC (PMATHBIC ACHBIW (PaBHBI rocyaap-
CTBCHHBIM BaJIOTaM) U 3JIEKTPOHHBIC He(UaTHBIE JIEHbI'U (HE paBHBI rOCYIapCT-
BEHHBIM BaJIIOTAM).

OcHoBHBIE COBETHI IO 0€30MacHON PaboTe C NEKTPOHHBIMH JIEHbraMU:

1. IlpuBsixu Kk cuety MOOWIBHBINA TenedoH. DTO camblil yAOOHBIN U OBICT-
pBIif CIOCOO BOCCTAHOBUTH JOCTYII K cueTy. [IpuBsizanHbIil TeaedoH MOMOXKET, ec-
71 3a0yenIb CBOM TIATEXKHBIN MapoJib WK 3aiJIeTh Ha CAUT C HE3HAKOMOTO YCT-
pPOMCTBA;

2. Ucnonb3yit ogHopa3oBklie mapoiu. [locne nepexona Ha yCUIEHHYIO aBTO-
puzailuio Tebe yxe He OyJeT yrpoKaTh OMAaCHOCTh KPAXKU WIIM MepexBaTa IIaTex-
HOTO MMapOJIs;

3. Boibepu cioxHblii maposb. [lpecTtynHukam OyaeT He MPOCTO yrajaaTh
CJIOXHBIN naposb. HagexHsle mapoiu - 3To mapoju, KOTOPbIE COIepkKaT HE MEHee
8 3HAKOB U BKJIIOYAIOT B c€0s CTPOYHbBIE M MPOMUCHBIE OYKBbI, HU(PPHI U HECKOIb-
KO CUMBOJIOB, TaKM€ KaK 3HaK Jlojuiapa, GpyHTa, BOCKIMIATEIbHBIN 3HaK U T.1. Ha-
npumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTax, KOTOPBHIM HE TI0BEPSICIIb.

DJIEKTPOHHAs TOYTa

DJIEKTPOHHAS MOYTa - 3TO TEXHOJOTHUS U MPEIOCTABIAEMbIE €10 YCIYTH IO
NEPECHUIKE U MOJIYYECHUIO JIEKTPOHHBIX COOOIEHUH, KOTOPBIE PaCIpeIesIOTCS B
KOMITbIOTEpHOU ceTh. OOBIYHO SJEKTPOHHBIA TOYTOBBIA SIIWK BBITJISIAAT ClIE-



IyromuM 0o0pa3oM: UMs_TOJb3oBaTensi(@umMs_noMeHa. Takxke KpoMme mepenadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTH TIepe/iaBaTh (pailibl.

OcHOBHBIE COBETHI IO 0€30IMaCHOM PadOTE C IIEKTPOHHOU MOYTOM:

1. Hago BbIOpaTh IpaBWJIbHBIA MOYTOBBIM cepBHC. B mMHTEpHETE eCcTh OT-
POMHBII BBIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JYYIlE JOBEPATH TEM,
KOTO 3HACIIb U KTO NIEPBBII B PEUTUHTIE;

2. He yka3pIBail B IMUHON mouTe JIMUHYIO uH(popManuto. Hanpumep, myurie
BbIOpaTh "My3bIKanbHbIN _(panat@" wium "pox2013" Bmecto "temal3";

3. Hcnosp3yid ABYXATamHYK aBTOPU3ALMIO. DTO KOrJa MOMUMO MapoJisi
HY’KHO BBOJIUTH KOJ, MPUChUTaeMbIi 10 SMS;

4. Be10epu CII0XKHBIN Napoiib. [[71s1 KaXKa0ro HOYTOBOIO SIIIMKA JOJKEH ObITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnm ectb BO3MOKHOCTH HAlMcaTb CaMOMY CBOM JIMYHBIM BOIIPOC, MC-
IIOJIB3YH 3Ty BO3MOXKHOCTB;

6. Mcronp3yli HECKOJIBKO MOYTOBBIX SAIIMKOB. IIepBhIil 111 4acTHOU mepe-
IIMCKH C aJpecaTaMy, KOTOPBIM ThI JIOBEpSEHIb. JTO 3JIEKTPOHHBIN aJpec HE HAJ0
UCITI0JI30BaTh NIPU PErUCTpalui Ha (opyMax u cailTax;

7. He oTkpbiBail ¢aitibl U Apyrue BIOKEHHUS B MUChMax, JIaXe €CIU OHU
NPUIILTA OT TBOUX Jpy3eu. Jlydille yTO4HU y HUX, OTIPABISIN JTU OHU TeOe ITU
(baisl;

8. Ilocne okoHuaHusi paOOTBI Ha IMOYTOBOM CEPBUCE MEPEN 3aKPbITUEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BoidTu".

KubepOymuHT 1iiv BUPTYalbHOE U3/€BATEIbCTBO

KubepOymuHr - npeciieioBaHre COOOIIEHUSIMU, COACPKAIUMHU OCKOpOJIe-
HUS, arpecculo, 3alyTMBAaHKE; XYJIUTAHCTBO; COIMAIbHOE OOMKOTUPOBAHHUE C IO-
MOIIbIO PA3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTHHTOM:

1. He Gpocaticsa B 60oii. JIyummii crioco0: mocoBeToBaThCs Kak ceOs BECTH H,
€clii HEeT TOro, K KOMy MOKHO OOpaTHThCs, TO BHayajle YCIOKOUTbcA. Eciu Tbl
HAYHEINIb OTBEYaTh OCKOPOJICHUSIMU HA OCKOPOJICHUS, TO TOJBKO €Ile OoJibie pa-
30 KeIIb KOH(JIUKT;

2. Yupapnsii cBoel kubeppemyTaiueii;

3. AHOHUMHOCTh B ceTH MHHUMas. CyIlecTBYIOT CIOCOOBI BBIICHUTB, KTO
CTOUT 32 AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJMTraHCKMH o0Opa3 BUPTyalbHOU >ku3HU. MHTepHeT
(buKcUpyeT Bce TBOM JEHCTBUSA M COXpAHSET MX. Y aluTh UX OyJeT KpaiiHe 3a-
TPYAHUTEIBHO;

5. Cobmro1ail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHnyHbIil HeratuB. OIHOPa30Bble OCKOPOUTENbHBIE CO00-
MICHUS JIydilie UTHOpUpoBaTh. OOBIYHO arpeccusi MpeKpariaeTcs Ha HavdalbHOMN
CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIICHUSIMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKUPOBKH OTIPABKU COOOIIEHUH € Ompe-
JIEJIEHHBIX aJIPECOB;

8. Ecnu T cBUneTens kubepOyumiHTa. TBOM NEUCTBUS: BBICTYITUThH MMPOTHB



IpeciieIoBaTeNs, 0Ka3aTh €My, YTO €ro JEeHCTBHS OLIEHUBAIOTCS HEraTUBHO, NOJ-
JIEpKaTh KEPTBY, KOTOPOM HY)KHA IMCHUXOJOTHYECKasl MOMOIb, COOOIIUThH B3pOC-
JbIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoO6unbHbIN TenehoH

CoBpeMeHHbIe cMapT(POHBI U TJIAHIIETHI COJIEPKaT B ceO€ BIOJHE B3POCIBIN
GbyHKIHMOHAJ, U TETEeph OHU MOTYT KOHKYPHPOBATh CO CTAI[MOHAPHBIMU KOMIIbIO-
Tepamu. OHAKO, CPEJCTB 3aIIUTHI JIJIsl MOJOOHBIX YCTPOMCTB MOKA OYE€Hb MaJo.
TecTtupoBaHue U MOUCK YSI3BUMOCTEU B HUX MPOUCXOAUT HE TaK UHTEHCUBHO, KaK
st [TK, To ke camoe KacaeTcsi 1 MOOMITBHBIX TTPUIIOKEHUH.

CoBpemeHHbIE MOOMIIbHBIE Opay3epsl yKe MPAKTUYECKU JOTHAIN HACTOJb-
HBIC AHAJIOTH, OJHAKO pacmupeHue (YyHKIMOHAIA BJEYET 3a COO0O0H OOJBIIYIO
CJIIOHOCTbh U MEHBIIIYIO 3aIIUIIEHHOCTb.

Jlaneko He BcC€ NMPOU3BOAMTENM BBITYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIIME
KPUTHYECKHE YS3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JUIsl 0€3011aCHOCTH MOOMIIBHOTO Tese(oHa:

Huuero He sBisieTcst mo-HacrosiiiemMy OecriiaTHeIM. Bynib ocToposkeH, Beb
Korjia Tebe mpeayiararoT OecIjiaTHbIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO IUJIATHBIE YCITYTH;

Hywmaii, mpexe uem oTnpaBuTh SMS, poro unu Bugeo. Tol TOUHO 3HACIIID,
r7ie OHU OyJyT B KOHEUHOM UTOTE?

Heo6xo1umMo 0OHOBISTE OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQoHa;

Hcnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JIsI MOOMIJIBHBIX TeNIe()OHOB;

He 3arpyxaii npuinoxkeHusi OT HEU3BECTHOT'O HMCTOYHWKA, BEh OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUEHHUE;

[Tocne Toro kak Thl BBIMJEIIb C CaliTa, TJI€ BBOJIWI JIMYHYIO MH(OpMaLuIo,
3aiiin B HACTPOIKK Opay3epa u yaaiu cookies;

[Tepuoauuecku npoBepsiid, KaKue IMJIaTHBIE YCIYyTd aKTUBHUPOBAHbI HA TBOEM
HOMEpE;

JlaBaii cBOl HOMEp MOOUIBLHOTO TeleOoHa TOJNBKO JIHOJSM, KOTOPBIX ThI
3HaEllb U KOMY JOBEpPSEIIb;

Bluetooth momken ObITH BBIKIIOUEH, KOTJa Thl UM HE TOJb3yelbes. He 3a-
ObIBaif MHOT/1a IPOBEPSTH ITO.

Online urpst

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO KPAaCOYHbIE, 3aXBaThIBAIOLIUE pa3Biicye-
HUSI, OOBEIUHSAIONINE COTHU THICAY YEJIOBEK MO BceMy MuUpy. Urpoku uccieayror
JQHHBIA UM MHUp, OOIIAIOTCS APYT C APYTOM, BBINOJIHSIOT 3aJaHUsI, CPAXKAIOTCS C
MOHCTPaMH U TOJYyYarOT ONBIT. 3a YAOBOJILCTBUE OHU IUIATAT: MOKYMAIOT JIHCK,
OIIAYMBAIOT A00OHEMEHT WJIM MPUOOPETAIOT KaKUe-TO OMIHUU.

Bce 3T cpeacTBa uayT Ha mojJiepKaHue U Pa3BUTHUE UTPBI, a TAKXKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPU3AIIMH, BHITYCKAIOTCS HOBBIC
natyu (udpoBbIe 3aMIaTKU TSl POTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B mnomoOHBIX Wrpax CTOMT omacaThCsi HE CTOIBKO CBOUX COIEPHUKOB,
CKOJIbKO Kpa)XM TBOErO IMapoJisi, HA KOTOPOM OCHOBaHA CUCTEMA aBTOPHU3ALINU
OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 O€30MACHOCTH TBOETO UTPOBOT0 aKKAYyHTA!



1. Ecnu mpyroif urpok BemeT ceds MI0X0 WM CO3JaeT Te0e HEMPHUSITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Tloxany¥ics aiMUHUCTPATOPAM UIPbl HA IJIOXOE€ MOBEJIEHHUE ATOTO UTPO-
Ka, KeJaTelIbHO MPUIIOKUTh KaKhe-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yka3piBaii TuuHy0 HH(OOpPMAIIUIO B podaiisie Urphl;

4. YBaxkail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranapnuBaii HeopuimaabHble TaTYH U MOJIBI,

6. Mcrionb3yii CII0KHBIE U Pa3HbIE TAPOJIH;

7. Jlaxke BO BpeMsl UTPbl HE CTOUT OTKJIIOUaTh aHTUBUpPYC. [loka Tl uUrpa-
€lIb, TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIMHT WM KpaXka TUYHBIX JaHHBIX

OOBIYHOM KpaKkel JeHET U JOKYMEHTOB CETOJHS YK€ HUKOTO HE Y/IMBHIIIb,
HO C Pa3BUTHUEM HHTEPHET-TEXHOJIOTHH 3JI0YMBIIUICHHUKHN MEPEMECTIIINCH B WH-
TEPHET, U MPOJIOJIKAIOT 3aHUMATHCS " TIOOMMBIM" JIETIOM.

Tak mosiBUiIach HOBasi yrpo3a: WHTEPHET-MOIIICHHUYECTBA WU (UIIUHT,
rJIaBHAs 1eJIb KOTOPOTO COCTOUT B MOJYyYEHUU KOHPUACHIIUATBHBIX JAHHBIX MOJIb-
30Bareliel - JOruHOB U mapojied. Ha anrnumiickom s3bike phishing unMtaercst kak
¢bummHr (0T fishing - peiOHast 10BIs, password - maposb).

OcHOBHBIE COBETHI IO 00PHOE € (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecnu Thl MoJ103peBacilb, YTO TBOSI aHKETa
ObLIa B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATh €€ U COOOIIUTh aMUHUCTPATO-
pam pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Ucnonw3yii 6e30nacHbie BeO-CaliThl, B TOM YKCJI€, HHTEPHET-Mara3uHoB U
MTOUCKOBBIX CUCTEM;

3. Hcnonb3yil ciokHbIE W pa3Hble Mapoiu. Takum oOpaszom, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIIUICHHUKH MOJIy4YaT JOCTYI TOJBKO K OJTHOMY TBOEMY MpO-
GbuITIo B CETH, a HE KO BCEM;

4. Ecnm 1e0s B310Manu, TO HEOOXOIUMO MPEIyNPEIUTh BCEX CBOMX 3HAKO-
MBIX, KOTOpBIEC TI0OABJICHBI Y TEOS B JPY3bsX, O TOM, YTO T€OsI B3JIIOMAaIH U, BO3-
MO>KHO, OT TBOETO MMEHU OYJET pacchuIaThbCs ClaM U CCBhLIKU Ha (DUIITMHTOBBHIE
CalThI;

5. YcranoBu HaaexHbid napois (PIN) Ha MoOWIBHBIN TenedoH;

6. OTkIIIOUN cCOXpaHeHue mapoJsi B Opaysepe;

7. He oTkpbiBail ¢aitnbl U Apyrue BIOKEHHUS B MUCbMax, JIaXe €CIU OHU
MPUIIUTM OT TBOUX Jpy3eu. Jlyuie yTouHu y HMX, OTHOPABJISIN JIM OHM TeOe 3TU
(baibl.

[udposas penyranus

[udporas pernyranusi - 3TO HEraTUBHAs WM TMO3UTHBHAs WHGOpMaIUs B
cetu o Tebe. Kommpomerupyronias nHpopmaiiusi, pa3MeieHHas B UHTEPHETE, MO-
KET CEPhEe3HBIM 00pa30M OTPa3UThCs HAa TBOeW peaybHOM xku3HU. "ludposas pe-
nyTanus” - 9TO TBOW UMUK, KOTOpBIM hopmupyercs u3 uHbopmaruu o tede B
UHTEpHETE.

TBoe MecTo XUTeNbCTBa, yueObl, TBOE (PMHAHCOBOE MOJIOKEHHUE, OCOOEHHO-
CTH XapakTepa U paccKasbl 0 OJM3KHUX - BCE ATO HAKATUTMBAETCS B CETH.

MHorHe MoAPOCTKU JISTKOMBICIIEHHO OTHOCSITCS K TTyOJUKAIMK JTMYHON WH-



dopmanu B MHTEepHETE, HE TOHMMAasi BO3MOKHBIX TOCIEACTBUNA. ThI maxke He
CMOJKEIlb JOTaaThCsi 0 TOM, 4TO (hoTorpadus, pa3MelleHHas 5 JIeT Ha3aj, craja
MPUYUHON OTKAa3a MPUHATH T€OS HA paloTy.

KommenTapuu, pazmenieHue TBoux Gpotorpaduii u qpyrue IeUcTBUS MOTYT
HE MCYE3HYTh JIAXKE IMOCIIE TOTO, KAK Thl UX yAAIHIIb. Tbl HE 3HACIIb, KTO COXpa-
HUJI 3Ty UH(POPMAIINIO, MOMaja M OHA B MOMCKOBBIE CUCTEMbl U COXPAHUIIACH JIH
OHa, a IIaBHOE: YTO MOAYMAaIOT O TeOEe OKpYXKAIOIIUE JIOIU, KOTOpble HAWAYT U
yBUAAT 3T0. Haiftu nadopmaimio MHOTO JIET CITyCTS CMOXKET JIF000i - Kak U3 100-
pBIX TOOYXKIEHHUH, TaK U C HAMEPEHHEM NMPUYUHUTH Bpe. ITO MOXKET OBITh KTO
YTOJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE IU(GPOBOH peryTaLUU:

1. [loxymaii, mpexxsie 4em 4To-TO MyOJIMKOBATh U IiepeaBaTh y ceds B O6yore
WJIH B COIMAJILHOM CETH;

2. B Hactpoiikax nmpoduis yCTaHOBM OTPAaHUYEHHUS] HA IPOCMOTP TBOETO
pouIIs U €ro COACPKUMOTO, CACNIal ero TOJIbKO "/ist py3eit”;

3. He pasmemaii u He yka3plBail MHpOpMaLIHIO, KOTOpas MOXKET KOro-Iudo
OCKOPOJIATH MJIH OOMKATh.

ABTOpCKO€E MPaBo

CoBpeMeHHbIE IIKOJIbHUKU - aKTHBHBIE IOJIb30BaTENIM LU(POBOro IMpo-
cTpaHcTBa. OHAKO JAJIEeKO HE BCE 3HAIOT, YTO NOJIb30BAHUE MHOTMMH BO3MOKHO-
CTSIMU LU(PPOBOTO MUpa TpeOyeT COOIOIEHNUS MPAaB HA HHTEIUIEKTyaJIbHYO COOCT-
BEHHOCTb.

TepmuH "uHTEIUIEKTYalIbHAs COOCTBEHHOCTh'" OTHOCUTCS K Pa3IM4YHBIM TBO-
PEHUSIM YEJIOBEYECKOT0 YMa, HauMHAsl ¢ HOBBIX M300pETEeHUI M 3HAKOB, 0003Ha-
YaloluX COOCTBEHHOCTh HAa MPOJYKTHI U YCIYTH, U 3aKaHUYMBas KHUTaMH, (OTO-
rpadusmMu, KUHOUIBMAaMU U MY3bIKaJIbHBIMU POU3BEACHUSIMU.

ABTOpCKHE TpaBa - 3TO MpaBa HA MHTEJUIEKTYaJIbHYIO COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JIUTEPATYpbl U UCKYCCTBA. ABTOPCKME IIpaBa BBICTYIIAIOT B
KayecTBE TapaHTHH TOTO, YTO UHTEIJICKTYaJIbHBIH/TBOPUECKUNA TPyl aBTOpa HE OY-
JIET HAaIPaCHBIM, JAaCT €My CIpaBeJIMBbIE BOZMOXKHOCTH 3apadoTaTh Ha pe3yibTa-
TaX CBOEr0 TpyJa, MOJIYYUTh MU3BECTHOCTh W Mpu3HaHue. Hukro 0e3 paspemieHus
aBTOpa HE MOXXET BOCIPOU3BOAUTH €0 MPOU3BEICHUE, PACIPOCTPAHATD, MyOI1Y-
HO JIEMOHCTPHUPOBATH, MPOIaBATh, UMIOPTUPOBATH, MMYCKATh B MPOKAT, MyOJINYHO
UCIIOJIHSTh, OKA3bIBATH/UCIIONHATH B 3dupe win pazMeniats B UHTEepHETE.

Hcnonb3oBanue "muparckoro” mporpaMMHOro o0ecrneyeHus MOKeT pUBeC-
TH K MHOTUM PHCKaM: OT MOTEPU JAHHBIX K TBOMM aKKayHTaM 10 OJOKHPOBKHU
TBOETO YCTPOMCTBA, /i€ YCTAaHOBJIEHA HeJerajlbHas nporpamma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JerajbHble M OecIlaTHble MPOrpamMMbl, KOTOpbIE
MO>KHO HAUTH B CETH.

O noprane

CereBru4OK.p( - TBOU IJIaBHBIA COBETYHK B CETH. 371€Ch Thl MOKEIIb y3HATh
0 0€30MaCHOCTH B CETU MOHSATHBIM U JOCTYIIHBIM SI3IKOM, a MPU BO3HUKHOBEHHUH
KPUTHYECKON CUTyallud OOpAaTUTHCSA 3a COBETOM. A TaKkKe MPUHATh y4acTue B
KOHKYpCax M CTaTh CaMbIM ITU(PPOBBIM IPaskJaHUHOM !
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